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* F5 Distributed Cloud Tech Docs : https://docs.cloud.f5.com/docs/
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1. XCConsole D0 O0OOO0O0OO0O0DOOODO [Home ]-[ Client-Side Defense | OO0 0O00O0O0O
2. [Dashboard |0 00O O0O0OO
3. 00000000oooooon

[ Home ] - [ Client-Side Defense] - [ Manage ] — [ Configuration ] 0 O O [ Add Domain To Protect ] 0 0 0O O
ooooo

4. 000000 [RootDomain |0 0000 [Saveand Exit | D 00000000
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Distributed Cloud Console

T, ‘\O\ Search @ Support v @ v

Welcome to the F5 Distributed Cloud Console

F5 Distributed Cloud Console delivers a set of networking, security, and app
management services that can be used to solve various use-cases.

Common services

@) 00
@ slc

Multi-Cloud Network > Distributed Apps > Content Delivery Network > DNS Management >
Connect Deploy apps in our global PoPs Optimize asset delivery with Configure and manage primary
Networking & security across (REs) or your cloud/edge sites content caching or secondary DNS service

clouds, edge and on-premises

£ 20 2

L.
Multi-Cloud App Connect > Web App & API Protection > DDoS & Transit Services > Bot Defense >
Connect apps across clouds, Create a proxy and configure Secure your infrastructure and Deploy bot mitigation for F5
edge and on-premises using WAF, Bot, and API security apps against L3/L4 DDoS BIG-IP and other 3rd party
Load Balancers services for your apps attacks services
A @ D 5
Y N @
(A N O
o
Application Traffic Insight > Client-Side Defense > Account Protection > Authentication Intelligence > 2
Recognize and monitor all client Monitor and mitigate fraudulent Reduce online fraud against Identify returning/known users
devices that access your app requests at the client web and mobile applications and reduce authentication
applications devices friction
Home > Client-Side Defense > System > Monitoring Ny
v Q) v
Dashboard [@ © support ©
Select service v
Select Location © Auto-Refresh: Off 7 Refresh: Updated just now
Client-Side Defense
[Preview] Action Needed Found & Mitigated Found & Allowed Total Found Transactions Consumed
8 o] 0 9 203
Il Monitoring . o I S
Dashboard
Script List 9items Q_ search ko3
Network
Form Fields. Domain Status Last Seen Domain Category Locations Found Actions.
ganalitics.com ® Action Needed 11/25/2023 03:45:25 Phishing and Other Frauds https://shop.apac-ent.fSdemos.com/
Z* Manage
Configuration gstatcs.com ® Action Needed 11/25/2023 03:45:25 Search Engines https://shop.apac-ent.fSdemos.com/
£} Notifications webfaset.com ® Action Needed 11/25/2023 03:45:25 Phishing and Other Frauds https://shop.apac-ent.f5demos.com/
Alerts
ATTRED fountm.online ® Action Needed 11/25/2023 03:45:25 Unknown https://shop.apac-ent.f5demos.com/
@ Sl ganalitis.com ® Action Needed 11/25/2023 03:45:25 Business and Economy https://shop.apac-ent.f5demos.com/
pixupjqes.tech ® Action Needed 11/25/2023 03:45:25 Computer and Internet Security https://shop.apac-ent.f5demos.com/
0]
jawereid.online ® Action Needed 11/25/2023 03:45:25 Computer and Internet Info https://shop.apac-ent.f5demos.com/ a
2
_ com ® Added to Mitigated List 11/11/2023 18:45:25 Computer and Internet Info https://arcadia.apac-ent.f5demos.com/
_ com ® Action Needed 11/01/2023 11:01:15 Computer and Internet Info https://bot-demo.apac-ent.f5demos.com/
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®

iii Select service v

Client-Side Defense
[Preview]

Il Monitoring
Dashboard
Script List
Network

Form Fields

Home > Client-Side Defense > System > Manage

Configuration

@ Add Domain To Protect

Root Domain

@] -,c\oud
o

|~ Manage

Configuration

 Notifications
Alerts

Audit Logs

Documentati...

Domain to protect

Domain to protect

Cancel and Exit

How to Inject JS @

Js.

Domain to protect

Schedule a session £

Time Added

10/28/2023 19:19:36

06/26/2023 13:56:07

06/15/2023 15:14:48

03/13/2023 13:12:02

01/24/2023 13:17:48

01/18/2023 13:55:43

* Root Domain ()

fSse.com

< Reset All Fields

Search

@ @ Support

Actions

Test JS Injection
Test JS Injection

© -

AV OX

& Reset All Fields

A

Save and Exit

e 00 ORoot Domain O O eTDL(effective TLD) O 10000000000 O00OO0OOOODOOOOO

Domain to protect

| Domain to protect

Cancel and Exit

5.0000 [Configuration | 00 000000000000000O0

®
122 Select service v

Client-Side Defense
(Proview]
| Monitoring

Dashboard

Script List

6. [HowtoInject]S]0O0O0O0O0O0O0O0O0CSDISOO0O0O0O000O0

oobooooooOoooobOoOooboooooooOoOoOocOoOoOoboOooobooo

Documentati...

JS..

We found 1 error

< Reset All Fields

‘ Q Search

AV oX

« Field spec.protected_domain should be of Effective TLD plus one(acmecorp.com, acmecorp.co.xx), got www.f5se.co.jp in request.

Show More

Domain to protect

* Root Domain ()

www.f5se.co.jp

Home > Client-Side Defense > System > Manage

Configuration

@ Add Domain To Protect

10f 40 iter

Root Domain

f5se.com

How to Inject JS @

Schedule a session [

Time Added

02/08/2022 14:34:56

& Reset All Fields

A

Save and Exit

‘§ © Support +

[ tsse x

Actions

Test JS Injection

)

=

0100000
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®
Select service

Client-Side Defense

Monitoring
Dashboard
Script List
Network

Form Fields

4 Manage

Configuration

Notifications

Alerts

Audit Logs

Service Info

Home > Client-Side Defense > System > Manage

How to Inject JS
Configuration

Add Domain To Protect How to Inject JS @ Schedule a session £ JSTag  Web App and API Protection

Learn more about enabling Client-Side Defense with a JS tag,

1. Locate the <head> tag on the webpages of the sites where you want Client-
Side Defense protection.
Root Domain

2. Copy the script tag below and paste it between the <head> and </head> tags.
If there are other scripts or JS tags between the <head> and </head> tags,
ensure that the CSD JS is the first one to load by placing it before any other

f5se.com 02/08/2022 14:34:

<script _src="https://us.gimp.zeronaught.com/_imp_apg_js/volt-

3. Save your changes.

4. Add Domain of the pages where you have injected JS to the list of pages to

protect. Once this step is complete, malicious third-party scripts for these pages
will be detected and reported

5. Use 'Test JS Injection’ button on Configuration page to test if JS injection was
successful.

- (CSDJ)SOO0O0O0O0O0O00000000000O0

(). XCO HTTPLBOOOOOOO

CShOOO0O0Oooog HTTPLBOOOOOOCSDOOOOOOOOCSDISO LBOOOOOO
coooooo@moooboooooocoooo

[ Home | - [ Web App and API Protection | - [ Manage ] - [ Load Balancers ] - [ HTTP Load Balancers
100000 HTTPLB OO O [ Action ] - [ Manage Configuration | 0 00000000 O [ Edit
Configuration | 000000000

00000 [ Client-Side Defense ]| DO OO O 00O O O [ Client-Side Defense ] O Disable O O
Enable 0 0 0O O O [ Edit Configuration | 0 O [ Insert JavaScriptin All Pages | D O OO [ Apply ], [
Saveand Exit |0 00000000

Form Documentation

HTTP Load Balancer
http-1b-80

Metadata

Domains and LB Type

JSON Reset Al Fields

Client-Side Defense

Enable

*Client-Side Defense Policy

© configur Reset Configuration

HTTP Load Balancer
http-Ib-80

Client-Side Defense

| JavaScript Insertion

Client-Side Defense : Enable

Client-Side Defense Policy

Origins
Form Documentation JSON
JavaScript Insertion Show Advanced Fields

* JavaScript Insertion Settings

Insert JavaScript in All Pages ~

Insert JavaScript in All Pages

Insert Client-Side Defense JavaScript in all pages.

Insert JavaScript in All Pages with the Exceptions

Insert Client-Side Defense JavaScript in all pages with the exceptions.

(2.00000000000

CSDOOU000U000U0O0O WebOODOO<head>O OO </head> 00000000 XC Console

1.2. XCConsoleO O OO 5
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O <head> 000 <head>O00000000O0O0OOOCOOOIJSO0O0OODOOOOOCSDISOO
O0O0O0ooooOooJsooooooooooesblJsooooooooooopoooooono
ooo

O0:
e JavaScript 00 0000000000000 DODOO0ODOO0OOOOOOOOOODODDOOOODOOO
« JO000D0ODOO0ODOOUOODODOODLDOODLOOOODOODOOOODODOODOOODODOOODn

00000000 DOO0DOO00O00OO0O0DO0000O00O0O0C00O0O0O0ODOO0OO0ObOOO0OO0O000
0000 CookieOOOOOOOOOOOOOOOOOCSDOOODODODOODOOOOOOODOODOOD
ooboooooboooobooobooooooodooooooooooooooooooooooooon
ooooo csboooooooooooOooOooo

7.00000000COOOCOOOOOOOO CSpJSsOO0O0OoOoO0O0O0(Test]S Injection] 00 CSDIJSO
oooooooooooooon

Home > Client-Side Defense > System > Manage @
. . ® Support
@ Configuration upport

i5i Select service
) Add Domain To Protect How to Inject JS @ Schedule a session [

Client-Side Defense

s f5se

Monitoring Root Domain Timo Added Actions

Dashboard f5se.com 02/08/2022 14:34:56

Script List

Test JS Injection

Learn more about how to test the JS injection. (2

Paste the URL of a page that is within the domain f5se.com and test the

JS injection.

Test JS Injection

0000000 GoogleChrome 000 DOOOIOOUOOOOOOOODOOOOOO CSDISOOOOOOOODO
[Test JS Injection] 00 00O OO0OOO

6 0100000
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1.3 Google Chrome D OO OO OO0

1. 000000 PCO GoogleChrome 000 0O0ODOODOOODOODO [DOQOOOODOO JOO00ODQOO
ggno

% O @ v-out
HwLWI-ILyk 5T Ctrl+T

E:S MRl PAVIN G | Crl LN

FLWI-TLyk D4R Ctrl+Shift+N

2.0000[0000000 ]-[0D0000000 000000000

B a4 O @ v

FLWI-ILuh 5T Ctrl+T
Contact F5 v FREE TRIALS v ) .

FLWIAY R Ctrl+N
FLWI=TLk J1VED Ct +Shift+N
#I70-F Ctrl+)
o9
HRARIEAE

[~ COMPANY v GETF5 v

i ra
FR... Ctrl+p
*v2h.

#% Ctrl+F

ZOf0Y-IL
iR IVERY AU
RE

BISEEEEHE . Ctrl+Shit+Delete AT

ASZES SV New |

LRV ESVAS Shift+Esc

= Y=l Ctrlsshifts B BRI TERSNTVET

3. [ Sources | — [ Overrides ] - [ + Select folder for overrides |0 00000000

s [o Elements Console l Sources lNetwork Performance Memory Application Security Lighthouse ~ >>

Page b T o]

4+ Select folder for overrides

Ctrl+ P Open file

Ctrl + Shift+ P Run command

4. 000000000000 00000000 JO000O0O0O000OO

@ 7ANT-DER X
« v 1 > PC > F¥axYk > CSD-JS v 9} CSD-JSD1%
= HLWIANS- - @

N

@ OneDrive - FS Net'

= pc B &M —BI BTE 5 % A
LT

v o<

2ANF~

I IANS-0RR I%wtlb

S5.000000C0CCOCOCOOOCOODOOOOOOOODbOOO
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s [O Elements Console  Sources Network
Page  Overrides > H [ C1]

Enable Local Overrides (%)

>3 csp-Is

6. 00 URLOOOOOOO([Network |0 0000000000 O0OO0DOOO0DOOODOOOODOO0ODO [Override
content | 0000000

i [0 Elements Console Sources| Network Performance
® Q@ Y Q Ofreservelog DW o throtting
Filter O Invert O Hide data URLs () Hide ext]

Al [Doc US| Fetch/XHR | CsS| | Font  Img | Media | Manifest | WS

S0ms  1000ms  1500ms  2000ms  2500ms  3000ms

Name. Status Type

B arcadiaapac docum

() commonjs? script

[ commonjjssf script
seript
stylesh
stylesh
stylesh
stylesh
stylesh
stylesh
stylesh
stylesh

47 requests Finish: 6035 DOI

de content

Console

D @ top all as HAR with content

7. [Sources | —[Overrides |0 00 000000000000000000O0000O00O0O0000 [index.html
joooooDooDn

‘s [o Elements  Console  Sources A Network  Performance  Memory  Application Security Lighthouse !
H [E| [% indexhtml X ED
Enable Local Overrides (%) 1 <!DOCTYPE html> -
2 <html lang="en">
v[3 csb-Js 3 <head><script src="/common.js?matcher"></script><script src="/commoi
v [ arcadia.apac-ent. fSdemos.com 4
- 5 <meta charset="utf-8">
6 <meta name="viewport" content="width=device-width, initial-scal«
7 <meta name="description" content="">
8 <meta name="author" content="">
9
10 <title>Arcadia Finance</title>
11
12 <!-- Bootstrap -->
13 <link href="css/bootstrap.min.css" rel="stylesheet">
14
15 <!-- Google Web Fonts -->
16 <link href="https://fonts.googleapis.com/css?family=Roboto:400,:
17 <link href="https://fonts.googleapis.com/css?family=Lato:400, 10t
18
19 <l-- Template CSS Files -->
20 <link href="font-awesome/css/font-awesome.min.css" rel="styleshs
21 <link href="js/plugins/owl-carousel/owl.carousel.css" rel="styl¢
22 <link href="js/plugins/owl-carousel/owl.theme.css" rel="styleshs
23 <link href="js/plugins/magnific-popup/magnific-popup.css" rel=":
24 <link href="css/style.css" rel="stylesheet">
25 <link href="css/responsive.css" rel="stylesheet">
26
27 </head> -

8. CSDJSOOO0O00DOOOODOOoOOCSDISO0ooo00ooooooJSsoooooooooonon

8 0100000
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i [o Elements Console  Sources A Network Performance Memory  Application Security Lighthouse ~ »:
Page  Overrides >> : [ [ indexhtml* X 0l
Enable Local Overrides @ 1 <IDOCTYPE html>
2 <html lang="en">
v csbs 3 <head><script src="/common.js?matcher"></script><script src="/commor
v arcadia.apac-ent.fsdemos.com 4
. 5 <meta charset="utf-8">
I:\O *index-html 6 <meta name="viewport" content="width=device-width, initial-scal¢
7 <meta name="description" content=""> 5
8 <meta name="author" content=""> CSD J!’
9
10 =" N
11 <script>(function() { var s = document.createElement('script');
12
13 <title>Arcadia Finance</title> o AN - -_— A0
“ RERRAA VTS IS AZARYB
15 <!-- Bootstrap -->
16 <link href="css/bootstrap.min.css" rel="stylesheet">
17
18 <!-- Google Web Fonts -->
19 <link href="https://fonts.googleapis.com/css?family=Roboto:400,:
20 <link href="https://fonts.googleapis.com/css?family=Lato:4080,10¢
21
22 <!-- Template CSS Files -->
23 <link href="font-awesome/css/font-awesome.min.css" rel="styleshs
24 <link href="js/plugins/owl-carousel/owl.carousel.css" rel="styl:
25 <link href="js/plugins/owl-carousel/owl.theme.css" rel="stylesh¢
26 <link href="js/plugins/magnific-popup/magnific-popup.css"” rel=":
27 <link href="css/style.css" rel="stylesheet"> 4
4
gboboboooooogisoooobogo boboo
<script>(function() { var s = document.createElement('script'); var domains = [

—»'""ganalitis.com", "ganalitics.com", "gstatcs.com", "webfaset.com", "fountm.online",

~"pixupjqges.tech", "jqwereid.onl
'https://' + domains[i]; } })

=

ine"]; for (var i = 0; i < domains.length; ++i) { s.src.

0 ;</script>

9. 00000000000 [*index.html ]O0 [index.html ] O 00000

‘x [D Elements Console Sources A Network Perfi
Page Overrides >> : [@ [sindexhtml X
Enable Local Overrides @ 1 <!DOCTYPE html>
2 <html lang="en">|
v 3 csp-Is 3 <head><scrip
v arcadia.apacentfsdemos.com 4
5 <meta ch
index.html 6 <meta na
7 <meta na
8 <meta ng
9
10 <script
11 <scripty)
12

10. 000000000000 000O0000

x

+

arcadia.apac-ent fSdemos.com

f v G+ @ P

R o
® @ Y Q O Presenvelog

Elements  Console  Sources A Network Performance  Memory Security Lighthouse 5>

s

Application
L

 Disable cache Nothrotting ¥

Filer Oinvert | O Hide dataURLs () Hide extension URLs
Al Doc ' JS| Fetch/XHR €SS Font | Img Media Manifest WS Wasm Other [ Blocked response cookies [ Blocked requests [ 3rd-party requests
| s00ms 1000 ms 1500ms 200ms 2500ms 3000ms. 3500ms
/\/g; ARCADIA FINANCE Name Status Type Initiator Size Time  Waterfall s
il [ indexhtml 200 document Other 313k8 290 ms -
commonjs?matcher 200 sript indexhnmiz 5168 1ims
& commonjs7single 200 sript indexhuniz e usms M

1.3. Google Chrome 0O OO OO OO
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1.4 XC Console 0 000 [

1. 00000000 50000000 [ Home ] - [ Client-Side Defense ] - [ Dashboard | D OO0 0000000
O0o0o0ooodooooooooooooooood

Home Client-Side Defense System Monitoring @
St ort
@ Dashboard PP
Select service
Select Location Auto-Refresh: Off Refresh: Updated 2 min ago
Client-Side Defense
Action Needed Found & Mitigated Found & Allowed Total Found Transactions Consumed
8 0 o 9 236
[l Monitoring
Dashboard
Script List
Network
RS Domain stat Last Seen Domain Category Locations Found Actions
ganalitics.com @ Action Needed 11/27/2023 17:15:25 Phishing and Other Frauds 2 Locations
Manage
Configuration pixupjges.tech ® Action Needed 11/27/2023 17:15:25 Computer and Internet Security 2 Locations
Notifications jqwereid.online @ Action Needed 11/27/2023 17:15:25 Computer and Internet Info 2 Locations
Alerts
gstates.com @ Action Needed 11/27/2023 17:15:25 Search Engines 2 Locations
Audit Logs
- - webfaset.com @ Action Needed 11/27/2023 17:15:25 Phishing and Other Frauds 2 Locations
Service Info
fountm.online @ Action Needed 11/27/2023 17:15:25 Unknown 2 Locations
ganalitis.com @ Action Needed 11/27/2023 17:15:25 Business and Economy 2 Locations E
g
| B ® Added to Mitigated List 11/11/2023 18:45:25 Computer and Internet Info https:/arcadia.apac-ent f5demos.com/
I - @ Action Needed 11/01/2023 11:01:15 Computer and Internet Info https://bot-demo.apac-ent.f5demos.com/
N Home > Client-Side Defense > System > Monitoring )
B S ort
@ Dashboard P
Select service
Select Location @© Auto-Refresh: Off ~ Refresh: Updated just now
Client-Side Defense
off
Action Needed Found & Mitigated Found & Total Found
Every 5 Min
8 o] 0 9 Y
lull Monitoring Every 15 Min
Dashboard

3. [Domain |000O00O0O00O RiskScore 0 O0O0OODOOOOOOOO

A/ML OO0 Risk Score 0 00O HighRisk OOOOOODOO [Status ] 0 [ Action Needed | D OO0 OO
Jd0D0o000d0opDoDOodooDoOod [AddToAllowList | D000 OOODOOOOODOOOOO [
Add To Mitigate List |0 0 00O OO

4, J0000D0DDOOoOoDoOodooooo
(1). 00 Domain O Allow List 0O OO OO0
00 DomainO0O0O0O0O [Actions |-[...] 00 [AddToAllow List | OO OO0 OO0O0OO

(2. 0000000 [Add]0 00000 AllowList00OOOOO0O0O000

10 0100000
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S Home > Client-Side Defense > System > Monitoring i
analitics.com x
Dashboard 9
\ £i2 Select service v
selfl Status
. . ® Action Needed
Client-Side Defense
Action Needed Found & Mitigated Found & Allowed Total F<fll Risk Score ®
8 Y Y 9 100100
Jil Monitoring : N | !
Dashboard Details
Script List e First Seen 11/30/2022 18:30:08
R Last Seen 11/25/2023 03:45:25
. ; Action Taken
Form Fields Domain Status Last Seen Domain Category
) . Risk reasoning ©
® Action Needed 11/25/2023 03:45:25 Phishing and Other Frat
& Manage Young Domain Age
Configuration pixupjges.tech ® Action Needed 11/25/2023 03:45:25 Computer and Internet {fl Protected Pages
https://shop.apac-ent.f5demos.com/ [
21 Notifications fountm.online ® Action Needed 11/25/2023 03:45:25 Unknown
Associated Scripts ©
e ) . https://shop.apac-ent f5demos.com/
PEREED webfaset.com ® Action Needed 11/25/2023 03:45:25 Phishing and Other Frat
Home > Ciient-Side Defense > System > Monitoring ,
{ © Support v
@ Dashboard @ 2 SR @
elect service v
Select Location ~ (D Auto-Refresh: Off ~ (7 Refresh: Updated 4 min ago
Client-Side Defense
(Previev} Action Needed Found & Mitigated Found & Allowed Total Found Transactions Consumed
8 0 0 9 203
lil Monitoring U I R
Dashboard
Seript List S eme &
Network
Form Fiolds Domain Status Last Seen Domain Category Locations Found Actions
ganalitics.com ® Action Needed 11/25/2023 03:45:25 Phishing and Other Frauds https://shop.apac-ent.f5demos.com/
/% Manage
Configuration pixupjges.tech @ Action Needed 11/25/2023 03:45:25 Computer and Internet Security https://shop.apac-ent 5| () Add To Allow List
© Add To Mitigate List
£ Notifications fountm.online ® Action Needed 11/25/2023 03:45:25 Unknown https://shop.apac-ent.f5demos.com/

Add To Allow List

Are you sure you want to add this domain to the allow list?

Cancel Add

(3). [ Monitoring | — [ Network | - [Allow List | D0 000000000 O0OO
5.00000000O0OO0ObOOobooOoO
(1). 0O Domain O Mitigate List 0 0 0 0000
OO0 DomainO0OO0O0O [Actions]-[...] 00 [Add ToMitigate List | 00000000
(2.0000000 [Add]ODOOOOO Mitigate List 1000000000

(3). [ Monitoring ] — [ Network ] - [ Mitigate List |00 0000000CCOCOQOO

1.4. XCConsoleO O OO 11



XcCcsboooo

gooon

© Select service

Client-Side Defense

Home > Client-Side Defense > System > Monitoring
Network
AllDomains  Mitigate List [l Allow List

Select service v

Client-Side Defense

lul Monitoring
Dashboard
Script List
Network

Form Fields

/° Manage

Configuration

L1 Notifications

Dashboard

Action Needed

8 0

Domain Status

ganalitics.com ® Action Needed

® Action Needed

pixupjqes.tech

fountm.online ® Action Needed

Found & Mitigated

Found & Allowed

0

Last Seen

11/25/2023 03:45:25

11/25/2023 03:45:25

11/25/2023 03:45:25

+) Add Domain
| il Monitoring .
Dashboard Domain Time Added Actions
ganalitis.com 11/27/2023 17:02:05
Home > Gient Side Defonse > System > Monitoring ]
@ Support

Select Location

Total Found

9

Domain Category

Phishing and Other Frauds

Computer and Internet Security

Unknown

® Auto-Refresh: Off Refresh: Updated 4 min ago

Transactions Consumed

203

Locations Found Actions

https://shop.apac-ent.f5demos.com/

https://shop.apac-ent.f5¢

https://shop.apac-ent.f5demos.com/

list?

Add To Mitigate List

Are you sure you want to add this domain to the mitigate

Cancel

Add

®

Select service v

Client-Side Defense

[Preview

| luil Monitoring
Dashboard
Form Fields

<° Manage

Configuration

£} Notifications

Home > Client-Side Defense > System > Monitoring

Network

@ Add Domain

Domain

Time Added

07/18/2023 15:22:58

04/13/2023 16:27:28

03/23/2023 13:55:06

05/26/2022 11:16:21

03/17/2022 16:18:42

©@ Support

Actions.
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1.5 000000
goboobboobooboooboobooobooboobbooboboobobooboobbooboon
000000000000 FormFeldOODOODODODOODODOOOOOOO

e JODOOODOODO

[ Home ] - [ Client-Side Defense ] - [ Monitoring | - [ Script List |0 0000000000000 O00ODOOO
gdoooooououooodooooooooooooooboooooa

O StatusO0OOO0OO0OOOOOOOCOCOO

NA - No Action Needed O000ooooooooooooo

Resolved - No Action | 0000000000000 00O0O0O00000000O00O0O0OOOOOOOO
Needed ooooo

AN - Action Needed dodoooooooooooooooon

000000000000000000000000000000 FormFeldOOOOOOOO0OOOOODOODO
ooooooooooon

e 100IO0ODOOODODODODOOODOOOODOO
OO0 [4.XCConsoleDODO|040,50000000000
e FormFeldO0OOOOOOO

(1). [ Home ] - [ Client-Side Defense ] - [ Monitoring ] - [ Form Fields |0 0 00000000000 0OCO
00000000o000oo00oooooooooogo

(2).000 FormField 0000000 FieldOOOOOOOOO Seript 0000 DO O ORisk Score O " High
Risk” 000000000000 O0O0O0OO0OO0O0UOOO0OUOOOOUODOOOO0

00 Field O [Actions ] 00 [Markas Sensitive | 00 0000000000000 FeldOOOOOO
gooooooooooooon

(3). FormField 0000000 COCOOO0OOO Mitigation Action 00000000 FormFieldO OO OO
0000 [AllowRead |0 000000 FormField OO OOOOOODO [BlockRead |OO00OOO0OO0O
oooad

[ Home ] - [ Client-Side Defense ] - [ Monitoring ] - [ Script List ] 0 O [ Form FieldsRead |0 00000
0000000000000 O0d [FormFieldsRead |0 000000 OOO

4).00 ScriptD 0000000 FormFiledOOOOOOOOOOODOOO RiskLevelOOOOOOOO

000 [Mark as Sensitive] 0 000 Field 0000000000000 0O0O00O0O FeldOOOODO
0000 Scriptd " HighRisk” 0000000 O0OO

1.5. DO00O0OO0OO 13
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®

Select service

Client-Side Defense

Monitoring

Dashboard

pt L
Network

Form Fields

Manage

Configuration

Notifications
Alerts

Audit Logs

Service Info

Script List

Script Name

Status

AN - Action Needed

AN - Action Needed

AN - Action Needed

NA - No Action
Needed

INA - No Action
jeeded

Risk Level

High Risk

High Risk

High Risk

Low Risk

Low Risk

Low Risk

Last Seen

14115:36

1/27/2023
17:00:28

11/25/2023
03:45:25

11/28/2023
15:28:34

11/24/2023
16:24:56

11/23/2023
15:7:51

Locations Found

4 Locations

Auto-Refresh: Off

Network Interactions Form Fields Read

® Support
Refresh

Last 7 days

Hide Filter

New Behaviors

®

Select service

Client-Side Defense

| Monitoring
Dashboard
ript List
Network

Form Fields

Manage

Configuration

Notifications
Alerts

Audit Logs

Service Info

Scripf

Overview  Network orm Fiel

Script Behaviors Over Time

Existing w Beha

High Risk

e Nov 27, 5:00 PM

v M D

27,500 M &

High Risk

V27,8 @ High Risk

We recommend immediate fus

Auto-Refresh: Off

ype First Party

er analysis of the suspicious domain and consider blocking the domain by taking the mitigation action

® Support

Last 7 days Refresh

Hide chart

®

Select service

Client-Side Defense

il Monitoring
Dashboard
Script List

Network

Form Field

Home
Form Fields

e > Client-Side D

Form Field

input

_w_simile

Last Read Time

11/28/2023 16:10:55

11/24/2023 16:24:56

Associated Scripts

Auto-Refresh: Off

Locations Found

Last 7 days

Analysis

4 Support

Refresh: Updated just now

Actions

Not Sensitive (by system)

Not Sensitive (by system)

14
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) Home > Client-Side Defense > System > Monitoring
Form Fields

Select service

Client-Side Defense

|l Meonitoring Form Field
Dashboard
input
Script List
Network
_w_simile
Form Fields

Last Read Time

11/28/2023 16:10:55

11/24/2023 16:24:56

Auto-Refresh: Off

Locations Found

6 Locations

Last 7 days

Analysis

Not Sensitive (by system)

Not Sensitive (by syd

® Support

Refresh: Updated 36 min ago

Mark as Sensitive

Are you sure that you want to mark the form field input as

Sensitive?
Cancel Apply '
Home > Client-Side Defense > System > Monitoring ®
. . Support

@ Script List il

Select service A

Auto-Refresh: Off Last 7 days Refresh
Client-Side Defense
Hide Filter
dd F

lul Monitoring

bashboard Script Name Status Risk Level Last Seen Locations Found Network Interactions orm Fields Read New Behaviors

Script List

20:21:18
Network
Form Fields
1212112023
Manage
/
Configuration 19:45:28

0000 Scrippt0 0000 FieldDOOOOOOODOODOOUO U Mitigation Action O O O [ Allow Read |
0000 [BlockRead | 00000000

e Alert0 0000

CShOOO0OO0O00000000000000 [AlertReceivers | 0000000 AlertLogD 000000
OO0 [AlertPolicies |0 000 AlertLogODOO0OO0OO0O0O0O00O0 CSDAlertLog00000O00O0O0OODO
000000 [Active Alert Policies |0 00 000000000CSDO0OODOOODOOOOOOOO

(1). Alert Receivers 0 0 O

[

Home ] - [ Audit Logs & Alerts ] - [ Alerts Management ] - [ Alert Receivers | 0 O O [ Add Alert Receiver

10000000

Receiver 0000000000000 O0O0O(2023/1200)
Slack O PagerDuty 0 OpsGenie O Email O SMS O Webhook

OOO0OD0O0OO[SaveandExit ]O000000O0OOO [AlertReceiver | DODDOOO0OODOOO0O

(2). Alert Policies 0 00 O

1.5. DO00O0OO0OO
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Home > Client-Side Defense > System > Monitoring > Script List

script: I

Overview Network Form Fields
7 items

Form Field Risk Level

password M e HighRisk
userName W e High Risk
password:nth-child(1) B e HighRisk
username:nth-child(1) B e HighRisk
email B e HighRisk
password_confirmation W e HighRisk
btn.btn-primary.btn-block. btn-Ig W o LowRisk

© Auto-Refresh: Off

Last Read Time

12/21/2023 20:21:16

12/21/2023 20:21:16

12/21/2023 20:15:16

12/21/2023 20:154

/21/2023 20:06:06

12/21/2023 20:06:06

® Last7 days v

@

@ Support + @ v

=2

© Refresh

© Allow Read

@ Block Read

Searc

| @

Allow script

Are you sure you want to allow script to read all form fields?

I Allow I

Welcome to the F5 Distributed Cloud Console

F5 Distributed Cloud Console delivers a set of networking, security, and app
management services that can be used to solve various use-cases.

Common services

@)
)
Multi-Cloud Network >

Connect

Networkmg & security across
clouds, edge and on-premises

j
C.

Multi-Cloud App Connect >

Connect apps across clouds,

edge and on-premises using
Load Balancers

ran
o)

M,

Application Traffic Insight >

Recognize and monitor all client

devices that access your

applications

(EE\
I?_DJ

App Infrastructure >
Protection

High-efficacy threat detection
for your cloud-native workioads

Shared Configuration >

Create and manage shared
configuration objects

00
o0&

Distributed Apps >

Deploy apps in our global PoPs
(RES) or your cloud/edge sites

Web App & API Protection >

Create a load balancer and
configure WAF, Bot, and API
security services for your apps

@ Preview.
9%
Client-Side Defense >

Monitor and mitigate fraudulent
app requests at the client
devices

@

Observability >

Easily monitor your critical
applications and systems from
regions around the world

Q,

Audit Logs & Alerts

Review logs and manage alerts

R

S
Content Delivery Network

Optimize asset delivery with
content caching

A\,
20¢
DDoS & Transit Services

Secure your infrastructure and
apps against L3/L4 DDoS
attacks

Account Protection

Reduce online fraud against
web and mobile applications

NGINX Management Suite

Track, Configure, and Manage
NGINX Open Source and NGINX
Plus Instances

&
Billing

Manage billing and payment
settings

Private Preview_

&

> DNS Management >

Configure and manage primary
or secondary DNS service

®
<7>

> Bot Defense >

Deploy bot mitigation for F5
BIG-IP and other 3rd party
services

@

> Authentication Intelligence >

Identify returning/known users
and reduce authentication

friction
o~ Private Preview,
Lo

> Delegated Access >

Control permissions and access
to external tenants.

> Administration >

Manage tenant settings, users
and personal account

16
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Home > Audit Logs & Alerts > Alerts Management
.‘ Support

Alert Receivers

Select service
Add Alert Receiver Refresh
IAudit Logs & Alerts l

Notifications

Name Namespace Type Details Actions
Alerts
| & Alerts Management
|I At Receivers l I Email L
Form Documentation JSON
Metadata
Alert receiver
*Name
Metadata
Recaiver
Labels
Add Label
Description
* Receiver
[ Slack ~ J
Slack
Send alert notifications to Slack
PagerDuty
Send stert notifications to PagerDuty
OpsGenie
Send atert notifications to OpsGenie
Email
Send atert notifications as Emai
SMS
Send atert notifications as SMIS
Webhook
Send atert notifications to Webhook
[ Home ] - [ Audit Logs & Alerts ] - [ Alerts Management ] - [ Alert Policies | O O O [ Add Alert Policy ]
N Home > Audit Logs & Alerts > Alerts Management
s 2 Support
Alert Policies Rt
Select service
Add Alert Policy Refresh
Audit Logs & Alerts
Notifications
Name Namespace Actions
Alerts
Audit Logs | system
I shared
| & Alerts Management

Alert Receivers

AlertPolicy 0 00000000000 AlertReceiver 0 0 O O OO O OPolicy Rules O O [ Security-CSD
]jooooooo

1.5. DO00O0OO0OO 17
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Alert policy

Metadata
Alert Receiver Configuration

| Policy Rules

Cancel and Exit

Metadata

*Name

Labels

Add Label

Description

Alert Receiver Configuration

Order  *Alert Receivers

) l [ e

*Policy Rules

/A Not configurefll Conf

@® Add Item

Reset All Fields

Reset All Fields ~ Show Advanced Fields

\¥

* Policy Rules ©®

There are no items added yet. Start by adding first item.
e

OO0O00O[ Security Alerts ] O [ Groups | O 0O 0O 0O 0O O O + Security Alerts : Matching Group + Groups

: Security-CSD

Route

Select Alerts

Matching Group

Groups

Security-CSD

* Action

"G Send

Reset All Fields ~ Show Advanced Fields (I

[ Show Advanced Fields | OO0 000000000000 0000O00O0OOO

OOO0OO0OO[SaveandExit ]O0000000OO0O[AlertPolicy ]OO0OOOOCOOOOO

(3). Active Alert0 OO

[

Home ] - [ Audit Logs & Alerts ] - [ Alerts Management ] - [ Active Alert Policies ] 0 O O [ Select Active
Alert Policies |0 00000000

[AddItem | 000000000

OO00D0O0O0 AlertPolicyDOOODOO([Saveand Exit |0 00000OOOO

18
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Route

Select Alerts (O

U Matching Group v
Groups (O
Security-CSD X v
* Action ©
T Send v

Policy Rule Notification Parameters @

Configure >

Not configure]

Show Advanced Fields () A

Notification Parameters

Notify Interval For a Alert (O

4h X

Notification Grouping

* Group Notifications By ()

[ " F5XC Defined Group c v

Wait to Notify ()

| 30 x\\

Notify Interval for a Group

‘1m x\‘

& Reset All Fields

Show Advanced Fields o] A

Documentation JSON

‘ Form

Metadata ¢
Alert policy
*Name (
Metadata
Alert Receiver Configuration
Labels (
Policy Rules
Add Label
Description

Alert Receiver Configuration

Order  *Alert Receivers

1 et

*Policy Rules

© Configured Edit Configuration > Reset Configuration

Cancel and Exit

[ @® Add Item

Reset All Fields X

Reset All Fields  Show Advanced Fields ()

Actions

Save and Exit

1.5. DO00O0OO0OO
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@ Home > Audit Logs & Alerts > Alerts Management
= . € t
Active Alert Policies 9 Support

) Select Active Alert Policies

| i3 Select service v

) Refresh
Audit Logs & Alerts

2 Notifications

Name Namespace Tenant
Alerts

Audit Logs No data found

& Alerts Management

Alert Policies

Alert Receivers

Order  Alert Policies ©

Actions
Select Active Alert Policies

There are no items added yet. Start by adding first item.

| Alert Policies

Order  Alert Policies @

1 I

Actions
Select Active Alert Policies

| Alert Policies

@ Add Item

coneetena -l

Active Alert Policy 00 0O OO0 OOOONamespace  ” system” O0O0O0O00O0OODOO0O

Q) Home > Audit Logs & Alerts > Alerts Management _
" . 9 Support
Active Alert Policies uppor

i3 Select service
9 Select Active Alert Policies

Refresh
Audit Logs & Alerts
Notifications
Name Namespace Tonant
Alerts
Ausit Logs ] system I |
] snared ]
&% Alerts Management

Active Alert Policies

Alert Policies

Alert Recelvers

OO0000000O0CSDOOOO0OCOOO0O00000O0D0O0 ReceiverJOOODOOOOOOOOOO
oooooooo

goooXccsbooooooooooooooooooo
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